07162 32 MAR 08 PORTICO 

FM PORTICO WASHINGTON DC/ /REPLY TO FIRST INFO ADDRESSEE// 
TO DIA WASHINGTON DC 

INFO DIRNAVCRIMINVSERV WASHINGTON DC//NCISMTAC// 

PORTICO WASHINGTON DC 

ALCOM J2 ELMENDORF AFB AK//J2C// 

CDR USEUCOM INTEL VAIHINGEN GE//ECJ2/ECJ2 3-CI// 

CDR USJFCOM NORFOLK VA//J2CI// 

CDR USNORTHCOM/ / J24-CISO// 

CDR USSOUTHCOM MIAMI FL//J2// 

CDRINSCOM FT BEL VOIR VA 

CIA WASHINGTON DC//CIC// 

COMBINED INTEL AND FUSION CTR PETERSON AFB CO// J22M/HSE/ / 
COMUS JAPAN YOKOTA AB JA/ / J2CI/J2C/J2D// 
COMUSKOREA INTEL SEOUL KOR//FKJ2// 

COMUSKOREA INTEL SEOUL KOR//FKJ2/FKJ2-IS-H/HSE/FKJ2-CM-H// 

DEPT OF HOMELAND SECURITY IA WASHINGTON DC//IA-R// 

FBI WASHINGTON DC//NSD-1// 

HQ USSOUTHCOM J2 MIAMI FL//SCJ2-CISO// 

JAC MOLESWORTH RAF MOLESWORTH UK//DOX// 

JICPAC HONOLULU HI//OPS/OIX// 

NASIC WRIGHT PATTERSON AFB OH//DEKR/DEKA// 

NRO WASHINGTON DC//CI /NROC/ / 

ONI WASHINGTON DC//ONI-2 4 3/CAC// 

SAFE WASHINGTON DC 

USSTRATCOM INTEL DIRECTORATE OFFUTT AFB 
NE//OP24/OP322/CS551/OP212/HSE // 

AFB NE//J2/J221// 
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SERIAL: (U) IIR 5 391 0014 08, 

COUNTRY: (U) AFGHANISTAN (AF) ; AUSTRALIA (AS); AUSTRIA (AU) ; BELGIUM 
(BE); BRITISH VIRGIN ISLANDS (VI); CANADA (CA) ; CHILE (CI); CHINA 
(CH) ; CHRISTMAS ISLAND (KT) ; CUBA (CU) ; DJIBOUTI (DJ); EAST TIMOR 
(TT) ; GERMANY (GM) ; HONG KONG (HK) ; INDIA (IN); IRAQ (IZ); ISRAEL 
(IS); ITALY (IT); JAPAN (JA); KENYA (KE) ; KYRGYZSTAN (KG); LAOS 
(LA); LATVIA (LG) ; LITHUANIA (LH) ; MONTSERRAT (MH) ; NETHERLANDS 
(NL) ; NEW ZEALAND (NZ) ; NIUE (NE); NORWAY (NO); PORTUGAL (PO); 
ROMANIA (RO); RUSSIA (RS) ; SAMOA (WS) ; SLOVAKIA (LO) ; SLOVENIA (SI); 
SOUTH AFRICA (SF) ; SPAIN (SP); SWEDEN (SW) ; SWITZERLAND (SZ) ; TAIWAN 
(TW) ; TONGA (TN) ; TURKMENISTAN (TX) ; UKRAINE (UP); UNITED KINGDOM 
(UK); UNITED STATES OF AMERICA (US); VANUATU (NH) . 

IPSP: (U) IFC2320; IFC2440, 

SUBJ: IIR 5 391 0014 08/ INTERNET WEB POSTINGS OF CLASSIFIED AND FOR 
OFFICIAL USE ONLY DOCUMENTS (U//FOUO) 



WARNING: (U) THIS IS AN INFORMATION REPORT, NOT FI NALLY EVALUATED 
INTELLIGENCE. ^^^■j^Bin^^^^^^^^H^^^HI 



DEPARTMENT OF DEFENSE 



■i 
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PROSECUTION EXHIBIT $9 for identification 
PAGE 01 

PAGE 



HRED: 

OF PAGES 



PAGE ADMITTED: 




DOI: (U) 20080307. 

REQS : (U) NCIS-CI-CE-002-2G08; D-INT-158G-0G3-07 , 
SOURCE: (U//FOUO) //MEMBER, NCIS/7. 

SUMMARY: (U//FOUO) WEBSITE WIKILEAKS.ORG AND NUMEROUS OTHER WEBSITES 
THAT MIRROR CONTENT CONTAIN COPIES OF MULTIPLE CLASSIFIED AND FOR 
OFFICIAL USE ONLY (FOUO) DOCUMENTS. 

TEXT: 1. (U//FOUO) BEGINNING IN DEC06, A PUBLIC WEBSITE NAMED 
WIKILEAKS.ORG WAS ESTABLISHED TO ENCOURAGE THE ANONYMOUS POSTING OF 
SENSITIVE GOVERNMENT AND CORPORATE DOCUMENTS. WIKILEAKS 
SELF- DESCRIBES AS (QUOTE) AN UNCENSORABLE WIKIPEDIA FOR UNTRACEABLE 
MASS DOCUMENT LEAKING AND ANALYSIS (UNQUOTE) . WIKILEAKS FURTHER 
STATES IT'S (QUOTE) PRIMARY INTEREST IS IN EXPOSING OPPRESSIVE 
REGIMES IN ASIA, THE FORMER SOVIET BLOC, SUB-SAHARAN AFRICA AND THE 
MIDDLE EAST, BUT WE ALSO EXPECT TO BE OF ASSISTANCE TO PEOPLE OF ALL 
REGIONS WHO WISH TO REVEAL UNETHICAL BEHAVIOR IN THEIR GOVERNMENTS 
AND CORPORATIONS (UNQUOTE) . 

2. (U//FOUO) WIKILEAKS WEB SITE STATES (QUOTE) WIKILEAKS WAS 
FOUNDED BY CHINESE DISSIDENTS, JOURNALISTS, MATHEMATICIANS AND 
STARTUP COMPANY TECHNOLOGISTS , FROM THE US, TAIWAN, EUROPE, 
AUSTRALIA AND SOUTH AFRICA (UNQUOTE) . 

3. (U//FOUO) WIKILEAKS SUBMISSION GUIDE STATES IT (QUOTE) ACCEPTS 
CLASSIFIED, CENSORED OR OTHERWISE RESTRICTED MATERIAL OF POLITICAL, 
DIPLOMATIC OR ETHICAL SIGNIFICANCE (UNQUOTE). THE WEBSITE PROVIDES 
SUGGESTIONS FOR THE ANONYMOUS SUBMISSION OF MATERIAL AND SEVERAL 
METHODS OF SUBMITTING MATERIAL FOR INCLUSION TO AN ONLINE DATABASE. 
METHODS INCLUDE SUBMISSION VIA SECURE UPLOAD, EMAIL, AND VIA 
DISCREET POSTAL NETWORK . 

4. (U//FOUO) SINCE DECOG, NUMEROUS CLASSIFIED AND FOUO DOCUMENTS 
HAVE BEEN POSTED AND CONTINUE TO BE AVAILABLE ON WIKILEAKS.ORG SITE 
AND IT'S MIRRORS . SOME OF THESE POSTINGS HAVE GARNERED THE 
ATTENTION OF MAJOR NEWS MEDIA OUTLETS, YET INTELLIGENCE REPORTING 
HAS LARGELY IGNORED THESE LEAKS . THIS REPORT IS BEING ISSUED IN AN 
ATTEMPT TO RAISE THE AWARENESS OF THIS THREAT . SOME OF THE 
DOCUMENTS DISCOVERED ON THE WIKILEAKS WEBSITES ARE LISTED BELOW: 

A. (U//FOUO) DHS/FEMA BRIEF ENTITLED (QUOTE) SPACE OBJECT RE-ENTRY, 
STATE LEADERSHIP BRIEFING, DHS/FEMA REGION IX (UNQUOTE), DATED 
19FEB08, MARKED FOUO, THE BRIEF DISCUSSES THE PLANNED SHOOT -DOWN OF 
A SATELLITE DESIGNATED US193 IN ORDER TO PREVENT HYDRAZINE FUEL FROM 
ENDANGERING HUMAN LIVES. 

B. (U//FOUO) FBI INTELLIGENCE BULLETIN ISSUED BY THE 

COUNTERTERRORISM DIVISION ENTITLED (QUOTE) END OF RAMADAN SECURITY 
AWARENESS (UNQUOTE), DATED 19OCT06, MARKED UNCLASS I FIE D// FOUO. THE 
BULLETIN ADDRESSES THE QUESTION OF THE POSSIBILITY OF TERRORIST 
ATTACKS TO COINCIDE WITH RAMADAN , 

-• IHSHH^^^H DRAFT DOCUMENT ENTITLED (QUOTE) COMCFC-A ASSESSMENT 
AND ESTIMATE FOR TRANSFER OF DETAINEE OPERATIONS TO THE GOA 
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(UNQUOTE); UNDATED BUT STATES IT IS IN RESPONSE TO (QUOTE) CENTCOM 
PLANORD, DATED 28FEB05 (UNQUOTE) , MARKED SECRET/ /REL GCTF , THE 
DOCUMENT IS A PROPOSED RESPONSE TO A CENTCOM PLANORD AND ANALYZES 
THE GOVERNMENT OF AFGHANISTAN * S ABILITY TO MANAGE A DETAINEE PROGRAM 



D - iQItill NtHC ASSESSMENT ENTITLED (QUOTE) COMPLEX ENVIRONMENTS: 
BATTLE OF FALLUJAH I, APRIL 2004 (UNQUOTE) , MARKED 
SECRET//NOFORN//20310306. THE ASSESSMENT CONTAINS SEVERAL 
PARAGRAPHS OF CLASSIFIED INFORMATION AS WELL AS TACTICAL MAPS AND 
PHOTOGRAPHS . 



(b) (1 ) (B) 



E - iljUH |AKRIAL PHOTOGRAPH ENTITLED (QUOTE) ABU GHURAYB PRISON 
(UNQUOTE) t WITH WHAT APPEARS TO BE AN 82ND AIRBORNE DIVISION 
INSIGNIA, DATED 04SEP03, MARKED SECRET/NOFORN//MR. 

F. H CJTF180-SJA PAPER WITH SUBJECT LINE (QUOTE) SECDEF DETENTION 
CRITERIA (UNQUOTE) , DATED 20APRQ3, MARKED SECRET, THE DOCUMENT AIMS 
(QUOTE) TO CLARIFY THE SECDEF'S DETENTION CRITERIA FOR BATTLEFIELD 
DETENTION AND LONG-TERM DETENTION AT GTMO (UNQUOTE) . 

DOCUMENT ENTITLED (QUOTE) ANNEX E 
(CONSOLIDATED ROE) TO 3-187 FRAGO 02, OPORD 02-005 (UNQUOTE) , MARKED 
SECRET/ /REL TO USA, IRQ, MCFI//20151003 DISPLAY ONLY TO IRQ. THE 
DOCUMENT (QUOTE) ESTABLISHES THE RULES OF ENGAGMENT (ROE) FOR ALL 
FORCES UNDER THE CONTROL OF MULTI-NATIONAL DIVISION - BAGHDAD 
(UNQUOTE) . 

H. (U//FOUO) DRAFT DOCUMENT ENTITLED (QUOTE) DETAINEE OPERATIONS IN 
A JOINT ENVIRONMENT, DETAINEE OPS, MULTI-SERVICE TACTICS, TECHNIQUES 
AND PROCEDURES (MTTP) PACKAGE (UNQUOTE), DATED MARCH 2004, MARKED 
(QUOTE) DISTRIBUTION RESTRICTION: DISTRIBUTION AUTHORIZED TO DOD 
AND DOD CONTRACTORS ONLY TO PROTECT TECHNICAL OR OPERATIONAL 
INFORMATION FROM AUTOMATIC DISSEMINATION UNDER THE INTERNATIONAL 
EXCHANGE PROGRAM OR BY OTHER MEANS (UNQUOTE), (QUOTE) DESTRUCTION 
NOTICE: DESTROY BY ANY MEANS THAT WILL PREVENT DISCLOSURE OF THE 
DOCUMENT (UNQUOTE) . THE DOCUMENT CONTENTS ARE SUMMARIZED IT THE 
ABOVE STATED TITLE. 



I. (U//FOUO) DOCUMENT ENTITLED (QUOTE) CAMP DELTA STANDARD OPERATING 
PROCEDURES (SOP) (UNQUOTE), DATED 28MAR03, MARKED U//FOUO, THE 
DOCUMENT DISCUSSES SOP FOR CAMP DELTA, GUANTANAMO BAY, CUBA. 



5. (U//FOUO) A LIST OF WIKILEAKS MIRRORED SITES, REFERRED TO AS 
(QUOTE) COVER NAMES (UNQUOTE) WERE RETRIEVED FROM 

HTTPS: //WIKILEAKS. BE/WIKI /WIKI LEAKS : COVER_NAMES ON 04MAR08. THE 
MIRROR SITES LISTED ARE REPORTED TO BE ACCESSIBLE WHEN PREFACED WITH 
HTTP: // (QUOTE) SITENAME (UNQUOTE) FOR UNSECURE CONNECTIONS OR 
HTTPS : / / SECURE (QUOTE) SITENAME (UNQUOTE) FOR ENCRYPTED SECURE 
CONNECTIONS . A LIST OF THESE MIRROR SITES ARE LISTED BELOW: 



A. 


(U) 


BRATISLAVA, I YPT.SK 


B. 


(U) 


bucharest.roxi.ro 


C. 


(U) 


CAT, NIGHT. CAT 


D. 


(U) 


DESTINY.MOOO.COM 


E. 


(U) 


DESTINY. UK. TO 


F. 


(U) 


DUSK.DARK.RO 


G. 


(U) 


FREEDOMSBELL.COM 
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H. 


(U) 


FREED0MSBELL.ORG 


I . 


(U) 


FREED0MSPEN.COM 


J. 


(U) 


FREED0MSPEN.ORG 


K. 


(U) 


GENEVA. CADY.CH 


L. 


(U) 


GOO VE. TRACE. DJ 


M. 


(U) 


HARVARD. BOT.NU 


N . 


(U) 


HARVARD. INFO.TM 


0. 


(U) 


HARVARD. US. TO 


P . 


(U) 


HK.KEIN.HK 


Q. 


(U) 


HOME . E . CO . ZA 


R. 


(U) 


JOBURG.E.CO.ZA 


S. 


(U) 


JUST . APPLE . ORG . RU 


T . 


(U) 


JWDC.ORG 


U. 


(U) 


KIEV.TRADE.ORG.UA 


V. 


(U) 


kyoto.maidlab.jp 


W. 


(U) 


LIBERTYPEN.ORG 


X . 


(U) 


LISBON . LOG . PT 


Y . 


(U) 


LJSF.ORG 


Z . 


(U) 


LJUBLJANA. THOR. SI 


AA. 


(U) 


LONDON.EDU. MS 


AB. 


(U) 


MILAN. UNDO. IT 


AC. 


(U) 


MOSCOW.IRC.SU 


AD „ 


(U) 


MOSCOW.RADIO.SU 


AE. 


(U) 


M0SKVA.7X.RU 


AF . 


(U) 


MOSKVA . APPLE . ORG . RU 


AG. 


(U) 


MOSKVA.ORTS.RU 


AH. 


(U) 


MOSKVA.RADIO.SU 


AI . 


(U) 


NEW. 1 . VG 


AJ. 


(Ui 


NEW. ALAIN. CO. ZA 


AK. 


(U 1 


NEW.EMULE.LV 


AL. 


(U 


NEW. FIRENET.COM.RU 


AM. 


(U 


NEW . HOME . KG 


AN . 


(U 


NEW. ILEX.CL 


AO. 


(U 


NEW. IT.CX 


AP. 


(U 


NEW. IYPT. SK 


AO 

it 


( u 


NEW . SHOP . TM 


AR . 


(U 


NEW . SPACETECHNOLOGY . 


AS 


( u 


\ NEW THOR. SI 


AT. 


(U 


I new.webmail.il 


AU . 


(U 


) NEW.ZZZ.BE 


AV. 


(U 


) OSLO.CVD.NO 


AW. 


(U 


) PIRATE.RADIO.SU 


AX. 


(U 


) QUALITY. GANJA. NL 


AY . 


(U 


) RIGA.AX.LT 


AZ. 


(U 


) SALZBERG . TRIVIA. AT 


BA. 


(U 


) SMOKE.GANJA.NL 


BB. 


(U 


) SPECIAL. K.VU 


BC. 


(U 


) STOCKHOLM. DIVX.SE 


BD 


f u 


) SUNSHINEPRESS ORG 


BE. 


(U 


) SYDNEY . ATDR . ORG . AU 


BF. 


(U 


) TALAVIV.BORN.IL 


BG. 


(U 


) VIENNA. NERD. AT 


BH. 


(U 


) WIKILEAKS . BE 


BI . 


tu 


) WIKILEAKS. CH 


BJ. 


(U 


) WIKILEAKS.CN 


BK. 


(U 


) WIKILEAKS. CX 


BL. 


(U 


) WIKILEAKS.DE 
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BM . 


(U) 


WIKI LEAKS 


.ES 


BN . 


<U) 

• * 


WIKI LEAKS 


.EU 


BO, 


(U) 


WIKILEAKS 


.IN 


BP. 


(U) 


WIKI LEAKS 


. INFO 


BQ. 


(U) 


WIKILEAKS 


. JP 


BR. 


(U) 


WIKILEAKS 


. LA 


BS. 


(U) 


WIKILEAKS 


.ORG.NZ 


BT . 


(U) 


WIKILEAKS 


.ORG. UK 


BU, 


(UJ 


WIKILEAKS 


.TL 


BV, 


<U) 


WIKILEAKS 


.WS 


BW. 


<U) 


ZURICH. BASE-V.CH 



6. (U//FOUO) THE WIKILEAKS.ORG SITE IS PRESENTLY INVOLVED IN ONGOING 
LEGAL CHALLENGES. A FEDERAL DISTRICT COURT ISSUED A PERMANENT 
INJUNCTION TO CLOSE THE PUBLIC WEB SITE WIKILEAKS.ORG ON 18FEB08, 
BUT REVERSED ITSELF ON 29FEB08. THE DATA CONTINUED TO REMAIN 
ACCESSIBLE FROM THE MULTIPLE MIRRORED SITES . 

7. (U//FOUO) IT APPEARS THAT MANY OF THE SENSITIVE DOCUMENTS HAVE 
BEEN POSTED USING A USER ACCOUNT NAMED PERYTON. A PERYTON IS A 
MYTHICAL CREATURE COMMON IN DUNGEONS AND DRAGONS STYLED GAMES AND 
FANTASY LITERATURE. IT IS OFTEN DESCRIBED AS A MIX OF A GIANT EAGLE 
AND A STAG WHO SURVIVES BY FEASTING ON THE HEARTS OF ITS VICTIMS . 



COMMENTS: 1. FIELD COMMENTS: (U/FOUO) QUESTIONS CONCERNING THIS IIR 
CAN BE DIRECTED TO NCIS HQ CODE 24D2 AT COMMERCIAL (202) 433-6767 OR 
DSN 288-6767. EMAIL INQUIRIES CAN BE MADE TO 

OACANALYST@NCISMAIL.NCIS.NAVY.SMIL.MIL. NCIS CYBER DEPARTMENT 
PRODUCTS ARE AVAILABLE AT 

HTTP : //CYBER. NCIS . NAVY • SMIL , MIL/CYBER/ HOME . DO . 



INSTR: (U//FOUO) U.S. NO. 



PREP : (U) 5-HQ-2758. 



ACQ: (U) WASHINGTON, DC (20080307). 



DISSEMi (U) FIELD — NONE . 



(b)(1)(B) 
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